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PLEASE: Ask Questions!

• Interrupt at your leisure
• Text or email anytime



Goals
• Understand WHY we choose to monitor sex offenders and 

their computer/internet use
• Define “monitoring”
• Provide a framework to prepare for effective monitoring
• Discuss the four components of monitoring
• Discuss the five stages of monitoring
• Develop a balanced monitoring approach
• Review some commercial options.



Some Caveats

• Personal views (not my agency’s)

• Not an in-depth software tutorial

• Not an in-depth guide to interpretation of results

• Already outdated

• Not an expert





So Why Monitor?

• What we know:

• Minimal (no?) research on the efficacy of internet 
bans, restrictions on sex offender recidivism

• Sex offenders struggle with impulse control.  

• The internet can serve an important role in 
supervision, but increases the likelihood of impulsive 
acts and isolative behaviors.



Why Monitor?
• What makes sense: “Balance”

• Benefits to the client

• Education/employment

• Social interaction

• Leisure time interests

• Increase our knowledge about the client

• Sexual interests/intensity

• Social supports

• Skills, interests, hobbies

• Potential risks



• Risk management

• Access to victims (social networking)

• Discourage isolation

• Decrease anonymity (in regards to sexual 
behavior)

• Monitor for vulnerabilities and triggers

• Evaluate reactions and responses



What is “Monitoring”

A series of coordinated efforts aimed to create a 
perception of containment by the client.

A carefully orchestrated approach supporting the 
client’s need for pro-social reintegration. 

-Decrease the likelihood of impulsive acts

-Minimize isolating and anonymizing activities



The Paradigm Shift

• Some level of computer access is unavoidable

• Computer access can be a positive thing

• Monitoring is necessary

• Monitoring is multi-faceted



• Monitoring should be a graduated process

• Using delays vs. barriers

• Monitoring is case dependent

• Skill level of client

• Skill level of monitor and cohorts

• Is the risk manageable?

• Is the timing appropriate?

• Are the methods appropriate?

• Monitoring requires work on the part of the monitor



• Monitoring requires cohorts to be effective

• Spouses

• Employers

• Friends

• Clergy, counselors

• Probation officers



• Monitoring requires work on the part of the officer, 
but does NOT require an advanced CIS degree

• Monitoring is fallible

• You will likely be unable to implement a 
comprehensive, robust monitoring solution for 
every client



Why is Monitoring Fallible?

• Impossible to filter all risks

• Impossible to monitor all activities

• Impossible to anticipate all issues

• Workload management

• Training and testing

• Installation/configuration

• Monitoring

• Performing your job



• The knowledge gap

• Your limited technical knowledge

• The clients’ skills at: ______________

• We will always be at least one-step behind

• The potential “end-run”

• Clients weigh the cost vs. benefit of digital supervision

• If cost is too high, they will circumvent your efforts



• The tendency to become the client’s system admin

• BIOS

• User accounts

• Network settings

• Parental controls

• Device management

• Over reliance on software monitoring and neglecting 
traditional approaches

• Device inspections

• Interviews

• Site visits

• Collateral contacts





Pre-Monitoring

• Evaluate the client’s knowledge level

• Interview

• Computer and internet questionnaire







Employer Site
Do you have Internet access at work? ☐ Yes     ☐ No

Do you have remote access to your employer’s 
computer system?

☐ Yes     ☐ No

Do you have e-mail at work? ☐ Yes     ☐ No

If so, does your employer monitor your use?  (NOTE: 
This information may be verified.)

☐ Yes     ☐ No

Must you use unique passwords to gain access to 
work computer, your employer’s network, and/or 
the Internet?

☐ Yes     ☐ No

How do your duties at work require computer and/or Internet access?

Name of e-mail account(s) at work:



School Site
Are you currently enrolled in an education program? ☐ Yes     ☐ No

As a result, do you have Internet access through the 
school’s system?

☐ Yes     ☐ No

Do you have e-mail through the school’s system? ☐ Yes     ☐ No

Do they monitor your use?  (NOTE: This information 
may be verified.)

☐ Yes     ☐ No

Do you use unique passwords to gain access to the 
computer, your school’s network, and/or the 
Internet?

☐ Yes     ☐ No

What requires you to have access to the school’s computer and/or 
Internet access?

Name of e-mail account(s) at school:



















Pre-Monitoring

• Maximize your chances for success

• Limit the devices (number, complexity)

• Limit the physical access points

• Configure the device to minimize issues

• User accounts

• System preferences

• Network settings

• Parental controls



Pre-Monitoring

• Minimize your risk

• Choose a computer 

• Use a good antivirus product

• Use a router and firewall

• Be careful what you click on

• Clean up regularly



• Implement a monitoring agreement

• Specify the conditions of access

• Specify the limits

• Prohibit potential problems

• Minimize privacy violations

• Written notice(s)

• Electronic notice(s) upon access

























A Quick Detour… The Deep/Dark Web





Another Detour… Torrents and TOR



Torrents





TOR









A Quick Detour: Logon Banners
• Advise users:

• What is considered proper use of the system;

• That the system is being monitored to detect 
improper use and other illicit activity;

• That there is no expectation of privacy while using 
this system;

• That keystroke monitoring may be conducted.







Pre-Monitoring: The Initial 
Inspection

• Determine what’s present

• Applications

• Images

• Internet history

• Identify areas of concern and focus

• Remove old data

• Internet history

• Recycle bin

• Wipe free space?



• Perform a system check

• Physical system overview

• Ports

• Peripherals

• What’s nearby?

• BIOS check (if applicable)

• OS check

• User Accounts

• Connectivity

• Disk utilities

• System audit utilities





Monitoring Begins

• Four components of monitoring

• Filtering, Software Monitoring, Inspections, 
Traditional Supervision Skills

• Each component has an important role

• Reality demands that we choose aspects of each 
component

• The monitoring continuum

• Importance of cohorts





The Four Monitoring Components

• Filtering

• Monitoring

• Inspections

• Traditional supervision strategies



The First Component: Filtering

• What is filtering?
• Something implemented to restrict unwanted content
• Could be hardware based, web based, or installed software

• Why should we filter?
• Save time through data reduction
• Incorporate cohorts
• Increase first-level accountability

• What are we filtering?
• Web traffic
• Applications/Activities
• Rating based content
• Time periods



Methods of Filtering

• Types of filtering

• Hardware/OS based

• Server/provider based

• Software based



Hardware/OS-Based Filtering



Hardware/OS-Based Filtering

• Filtering options are built into the device

• Access points (Linksys Smart Routers)

• App controlled filtering

• Mobile devices

• Cell phones

• Amazon Fire

• Tablets (Android, iPad)

• Gaming devices (Xbox, PS, Wii)



• Hardware considerations

• Router based options: Doesn’t work on devices 
accessing the internet off of other access points

• OS filter options: Usually only works with default apps 
(examples: Safari, Chrome)

• Someone must become the system admin

• Master PW

• Ongoing authorizations necessary

• Often tied to an online account service (Microsoft, 
iCloud, Google)



• Requires more knowledge and time to set up

• Numerous operating systems

• Each manufacturer has their own implementation

• Interface varies

• Features vary

• Inconsistent terminology



• Easy to circumvent
• Shared admin privileges
• Password security
• Device resets
• Use of alternative apps/programs
• Incorrect configuration of settings/permissions
• Use of another device



• Some sample OS restriction options….



Windows 10



https://account.Microsoft.com









Mac OSX



















iOS Restrictions









Android Restrictions







Kindle Fire Restrictions









Server-Based Filtering



But First… The Internet (simplified)

• Every device must have a unique IP to communicate

• DNS’s manage the assignments between IP addresses 
and registered names



Routers



IP and DNS





Where Can Filtering Occur?

Software
Hardware



Where Can Filtering Occur?

(Hardware)



Where Can Filtering Occur?

(Server)



Accessing IP/DNS Settings



Network Configuration: Windows









Network Configuration: iOS



Server-Based Filtering



• Server-based filtering types

• Traffic flows through a third party provider w/existing 
ISP (DNS Based)

• OpenDNS (FREE)

• Norton Connectsafe (FREE)

• Private ISPs

• Integrity Online (fee based)



• OpenDNS Features

(https://www.opendns.com/home-internet-security/)

• Governs entire access point

• Free

• Easy to set up

• Two products

• OpenDNS Family Shield (adult content)

• OpenDNS Home (custom filters)



• OpenDNS considerations

• Doesn’t work on devices accessing the internet off of 
other access points (cell phones!)

• Will filter “most” adult content

• Easy to circumvent

• Change DNS settings

• VPN/TOR/Proxies



OpenDNS
• https://www.opendns.com/home-internet-security/

https://www.opendns.com/home-internet-security/










Norton ConnectSafe
• https://dns.norton.com/index.html

https://dns.norton.com/index.html


• Norton ConnectSafe Features

• Governs entire access point

• Free

• Easy to set up

• Pre-configured policy options



• Norton ConnectSafe considerations

• Doesn’t work on devices accessing the internet off of 
other access points (cell phones!)

• Will filter “most” adult content

• Easy to circumvent

• Change DNS settings

• VPN/TOR/Proxies





• Policy 1: Security (199.85.126.10 and 199.85.127.10) This policy blocks all 
sites hosting malware, phishing sites, and scam sites. To use Policy 1, you 
should configure the DNS settings of your home router or Web-enabled 
device to use the following Norton ConnectSafe IP addresses: 
199.85.126.10 and 199.85.127.10. 

• Policy 2: Security + Pornography (199.85.126.20 and 199.85.127.20) In 
addition to blocking unsafe sites, this policy also blocks access to sites 
that contain sexually explicit material. To use Policy 2, you should 
configure the DNS settings of your home router or Web-enabled device 
to use the following Norton ConnectSafe IP addresses: 199.85.126.20
and 199.85.127.20. 

• Policy 3: Security + Pornography + Other (199.85.126.30 and 
199.85.127.30) In addition to blocking unsafe sites and pornography 
sites, this policy also blocks access to sites that feature mature content, 
abortion, alcohol, crime, cults, drugs, gambling, hate, sexual orientation, 
suicide, tobacco or violence. To use Policy 3, you should configure the 
DNS settings of your home router or Web-enabled device to use the 
following Norton ConnectSafe IP addresses: 199.85.126.30 and 
199.85.127.30. 



DNS Filtering: Issues

• Google image searches

• Filtering settings/strength

• VPN conflicts

• “Works” with private browsing



Software-Based Filtering



Software Filtering Options

• Platform/OS specific

• Different capabilities for different platforms

• May include some features of a monitoring product

• Two popular commercial options

• Covenant Eyes

• NetNanny



Convenant Eyes
• Features

• Filtering algorithms based upon age ranges

• Six levels of filtering

•Allow List Only

•E, Y, T, MT, M

• Simplified purpose (aimed at blocking pornography)

• Low cost

• Multiple platform support

• One username, multiple device enrollment



• Considerations

• Multiple platform support, but different interfaces for 
each platform

• PC/Mac: Accountability and filtering

• Android/Kindle: Accountability only

•App locking

•Tracks unmonitored app usage

• iOS: Only monitors activity occurring through the 
CE app.

•Relies on system restrictions



• Availability and suitability of accountability partner(s)

• Technical knowledge of offender vs. accountability 
partner(s)



• Configuration and concerns

• VPN, Tor, HTTPS

• Filter strength (teen)

• Custom block/allow lists



CovenantEyes

• Strategies

• Watch for strange times 

• Late nights

• Spouse isn’t home

• High-stress periods

• Check the device

• Watch for patterns



Covenant Eyes: iOS





Convenant Eyes

• Report features

• Summary

• Filtering level

• Flags whether review is warranted

• Installs/uninstalls

• Web searches 



• Incidents:  Lists any Highly Mature (HM) content and the 
pages before/after





• Websites for review

• All web activity rated at or above filter level

• Quick list of domain level activity

• Activity for review

• Web activity rated at or above filter level

• Logs highest rated page, not whole site

• Logs three highest rated pages





• Secondary content: ads and other content with ratings

• Average hourly usage

• Top websites

• Android apps



NetNanny

• Features

• Dynamic, content sensitive filtering algorithms

• More aggressive filtering (language, gaming, social 
networking)

• PC/OSX/iOS/Android support

• iOS

•Requires browser app

•Relies on OS restrictions



NetNanny Considerations

• Multiple platform support, but different interfaces for 
each platform

• Relatively easy to bypass

• Availability and suitability of accountability partner(s)

• Technical knowledge of offender vs. accountability 
partner(s)



NetNanny: iOS 







The Second Component: Software 
Monitoring

• Software based

• Real-time vs. delayed

• On-site vs. remote



Monitoring Software

• Industry specific options

• Specific to probation/parole, employers

• Customizable options

• Licensing issues

• High cost



• Commercially available options

• Designed for children, spouses, employees

• Lower cost

• Flexible licensing options

• Webwatcher, SpyAgent



Software Monitoring 
Considerations

• Time commitment

• Level of offender commitment

• Availability and suitability of accountability partner(s)

• Technical knowledge of offender vs. accountability 
partner(s)



Technical Aspects of Monitoring

• Platform specific

• Ease of use and learning curves

• No perfect solutions

• SSL

• Web-based email

• Peer-to-peer activities

• “Portal” sites



• Ability to interpret results

• Understanding of software

• Understanding of data



Software Monitoring

• What are we wanting to evaluate?

• Internet History

• Chat activities

• Social networking sites and applications

• Image transfers

• Application usage

• Peer to Peer activities

• Screen activity

• Internet and file searches



• Keywords?

• Documents

• Email

• SMS/MMS messaging

• Call logs

• Keystrokes



• What to look for?

• Patterns

• Peer to peer activities (torrents, clients, TOR, proxy 
lists)

• Time spent on activities

• Establish patterns

• Establish areas of focus/concern

• Lack of activity

• Applications used



Monitoring Software 
Considerations

• Installation 

• Remote

• Onsite

• Configuration

• Take time to research the options

• Manage your workload

• Define targets wisely

• Adjust reporting as necessary

• Test!



Monitoring Software

• Popular commercial options

• Spytech SpyAgent, Real-Time Spy

• Webwatcher

(Overview at end of PPT)



Probable Circumvention Avenues

• “Private” browsing

• Flash drive browsers

• Multiple/bootable OS’s

• Antivirus/antispyware detection



Private Browsing: Internet Explorer



Private Browsing: Firefox



Private Browsing: Google Chrome



Flash Drive Browsers



• How to address private browsing

• Screenshots triggered by browser executable

• Check filtering logs (opendns, CE, NN)



• Circumvention by bootable OS’s, multiple operating 
systems

• Windows

• Linux

• Mac OSX





• How to address “dual”-boot machines

• Ask the client 

• Verify

• Windows: Disk Manager

• OSX: Boot Camp

• Low tech options for high tech clients…





• “Circumvention” by Antivirus or Spyware programs

• AV/Spyware software may detect the executable and 
kill the process

• Most vendors attempt to prevent this

• Add exceptions to the AV/Spyware “safe list”…





The Third Component: Inspections

• Purpose

• Verify compliance with filtering/monitoring

• Identify weaknesses in filtering/monitoring

• Increase offender accountability

• Considerations

• Who is going to do it?

• Tools/techniques

• TIME



• Inspection Targets

• The DESKTOP

• Start menu and taskbar

• MRU or recent files

• User libraries (photos, videos, documents)

• Installed browsers

• Browser settings

• Browser history

• Running processes

• User accounts

• Mapped network drives/external storage

• The physical machine (ports, SD card, tamper signs)



• Built in system utilities:

• Windows: Disk Management



• Built in system utilities:

• OSX: Disk Utility/BootCamp Assistant



• Inspection Techniques

• DIY

• Automated tools

• System profilers

•Winaudit

•https://winaudit.codeplex.com/

• https://forensiccontrol.com/resources/free-
software/#internet-history

•List of over 140 free tools

https://winaudit.codeplex.com/
https://forensiccontrol.com/resources/free-software/#internet-history


The Fourth Component: Traditional 
Supervision Techniques

• Watch for patterns

• Polygraphs

• Ask questions

• Corroborate client reports

• Involve collateral contacts

• Site visits





The Continuum Approach to 
Monitoring

• Total ban

• Qualified Ban

• The Trust-Building Phase

• The Transition Phase

• The Hand-Off



The BAN



Stage 1:The Total Ban

• Cell phones and data plans (the conundrum)

• Finding a suitable phone

• Finding a suitable provider

• No computers

• No internet access

• No smart devices

• No gaming devices

• No data storage devices



• In most cases, total bans should be used sparingly and 
temporarily

• 12 states with some form of legislation restricting sex 
offenders’ internet or social networking access

• At least 4 of these have been successfully challenged 
(1st/4th amendment basis)

• Special conditions for supervised offenders restricting 
internet access must be carefully tailored



Stage 2:The Qualified Ban

• Use of a device without internet access

• Cell phones, Amazon Kindle, Nook, gaming platforms

• Internet access with significant limits

• Pre-defined apps

• Pre-approved site lists

• Time frames

• Computer and internet activity journals

• Use of a device with parental restriction capabilities 



Another Detour…. 
Popular Social Networking and 

Mobile Apps

• YouTube

• Tinder, 
MeetMe, 
MyLoL, etc.

• Tumblr

• WhatsApp

• Music.ly

• Kik

• WeChat

• Snapchat

• Facebook

• Instagram

• Twitter

• Pinterest



Stage 3: Trust Building

• Comprehensive monitoring of activities

• Multiple methods of accountability

• Multiple cohorts

• Frequent review of data and devices

• Monitoring the development of internal controls



Stage 4: Transition

• Reduction in oversight

• Cohorts begin to take over 

• Demonstration of effective and consistent internal 
controls during previous stage lead to the gradual 
reduction in external controls.



Stage 5: The Hand-Off

• Client and social supports are fully responsible

• Goal is for client to understand and accept need for 
prolonged accountability



How to Utilize the Staged Approach

• Akin to the “Use of Force Continuum”

• Level used is based upon the client’s risk presentation

• Level used is sufficient, but not greater than 
necessary, to control the client’s presented risk

• Can move up and down the continuum as conditions 
change





Developing a Balanced Approach to 
Monitoring

• Create a PERCEPTION of containment

• Train to increase knowledge of what we don’t know vs. 
“this is how to monitor”

• Watch for patterns

• Remain suspicious

• Focus on traditional supervision tools/methods



• Generate and maintain client buy-in

• Provide hope

• Encourage development of internal controls through 
positive reinforcement

• Manage your workload

• Target resources according to risk of re-offense

• Evaluate dynamic and acute risk status and adjust 
strategies as needed (CP offenders)





• Network security

• What do I do now?

• Remain cognizant of evidentiary/forensic processes

What if You Find…?



Legal Considerations

• Privacy expectations

• Set up a written agreement

• Post a physical or electronic notice

• ECPA

• Pertains to LE

• Don’t access “stored” communications

• Protected communications

• Legal

• Medical





Spytech Software

• SpyAgent

• Real-Time Spy



SpyTech SpyAgent

• Windows OS only

• Local installation

• Web, Application, and Chat filtering

• Custom alert options

• Higher price point than filtering software



SpyTech Realtime-Spy

• Windows/OSX/Android

• Remote installation, cloud based service

• Remote desktop viewing

• Remote lockdown

• Higher price point



Spytech Pricing



Spytech Software

• Demo: Spyagent (Windows)

• Turn OFF Windows Defender/anti-virus 

• Install

• Add exception to WD/AV



Spytech Software

• Demo: Real-Time Spy (online demo)

• https://www.spytech-
web.com/download.shtml#realtimespy



Webwatcher

• Multiple platform support: Windows, OSX, iOS, Android

• Online web portal for reports and configuration

• Optional alerts

• Optional web filtering

• Roughly $100/year/device

• All devices monitored through same interface



Webwatcher

• Interface walkthrough



 Sidebar Menu



• Widgets









• Activity





• Emails





• IM/Chats





• Keystrokes





• Printed Documents





• Programs





• Screenshots







• Smart Camera





• Web Activity: Bandwidth





• Web Activity: Websites





• Web Activity: Searches





• Social Networking: Facebook





• Social Networking: LinkedIn





• Social Networking: YouTube





• Mobile Devices: Apps





• Mobile Devices: Calls





• Mobile Devices: Geolocation



• Mobile Devices: Photos



• Mobile Devices: Text Messages



• Mobile Devices: Websites



• Mobile Devices: Web Searches



• Mobile Devices: Instagram Photos



• Webwatcher: Custom Notification Options
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